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DETAILED ACTION 

1. Claims 1-45 are pending and have been examined. The priority date for this application is 
03/08/2001. 

Specification 

2. The abstract of the disclosure is objected to because 

Pg. 6, Ln 13; Pg. 7, Ln 3, 6; Pg. 8, Ln 13, 17, 21; Pg. 10, Ln 5; Pg 11, Ln 17; Pg. 40, Ln 
5; "JDPA" should be "JPDA". Correction is required. See MPEP § 608.01(b). 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

3. Claims 13-19, 31-37 are rejected under 35 U.S.C. 102(b) as being anticipated by Jeffrey 
Richter, "Programming Applications Microsoft Windows" Fourth Edition, pages 794-800 (art of 
record, hereinafter Richter). 

As Per Claim 13, Richter teaches: 

"receiving a set of original program segments referenced by the executable program;" 
(E.g. see page 795, last paragraph, company's DLL modules and ExitProcess function); 
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"the steps of detecting an instance of the exception inducing code;" (E.g. see page 796, 
API Hooking by Overwriting Code, steps 1-7); 

"first determining a corresponding substitute program segment entry in a program 
segment Substitution list;" (E.g. see page 796, API Hooking by Overwriting Code, step 1); and 

"executing a substitute program segment associated with the corresponding substitute 
program segment in place of an original program segment associated with the exception inducing 
code." (E.g. see page 796, API Hooking by Overwriting Code, step 4). 

As per Claim 14, the rejection of claim 13 is incorporated and further Richter teaches 
"second determining, by reference to an exclusion/inclusion policy associated with the 
instance of the exception inducing code, whether to perform the substitute program segment in 
place of the original program segment, wherein the exclusion/inclusion policy identifies at least a 
condition under which the corresponding substitute program segment will not be executed in 
place of an associated original program segment." (E.g. see page 797, API Hooking by 
Manipulating a Modules' s Import Section and page 798, lines 7-8 for exclusion/not be executed). 

As per Claim 15, the rejection of claim 14 is incorporated and further Richter teaches 
"the corresponding substitute program segment entry includes a portion of the original 

program segment replaced by the exception Inducing code," (E.g. see page 797, API Hooking by 

Manipulating a Modules' s Import Section) and 

"further comprising the step of determining that the condition under which the 

corresponding substitute program segment will not be executed has been fulfilled, and in 
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response restoring (E.g. see page 798, line 8, return)within a program code execution stream the 
portion of the original program segment replaced by the exception inducing code." (E.g. see page 
797, API Hooking by Manipulating a Modules' s Import Section and page 798, lines 7-8 for 
exclusion/not be executed). 

As per Claim 16, the rejection of claim 13 is incorporated and further Richter teaches 
"the substitute program segments comprise functions." (E.g. see page 796, API Hooking 
by Overwriting Code, step 4). 

As per Claim 17, the rejection of claim 16 is incorporated and further Richter teaches 
"the functions comprise application program Interfaces " (E.g. see page 796, API 
Hooking by Overwriting Code, see API). 

As per Claim 18, the rejection of claim 17 is incorporated and further Richter teaches 
"the application program interfaces are part of an operating system." (E.g. see page 796, 
API Hooking by Overwriting Code, step 1, Kernel32.dll). 

As per Claim 19, the rejection of claim 13 is incorporated and further Richter teaches 
"the corresponding substitute program segment entry includes a called original program 

segment reference and a substitute program segment reference." (E.g. see page 796, API 

Hooking by Overwriting Code, step 3). 
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As per Claim 31, is the computer-readable medium claim corresponding to the method 
claim 13 and is rejected under the same reason set forth in connection of the rejection of claim 
13. 



As per Claims 32-33 and 37, the rejection of claim 3 1 are incorporated and are rejected 
under the same reason set forth in connection of the rejection of claims 14-15 and 19 
respectfully. 

As per Claims 34-36, the rejection of claim 32 are incorporated and are rejected under the 
same reason set forth in connection of the rejection of claims 16-18 respectfully. 



Oaim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-2, 6-12, 20-21, 25-30, 38-39 and 43-45 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Baisley el al. US Patent No. 6,330,569 (hereinafter Baisley) in view of 



Campbell US Patent No. 6,513,133. 
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As Per Claim 1, Baisley teaches a computer system executing a repository program and 
having a memory, a method is disclosed for versioning a UML model in the repository in 
accordance with an updated XML representation of the UML model. The method includes the 
steps of identifying differences between UML objects in the UML model and XML objects in 
the XML file. Where there is a difference between one of the UML objects and one of the XML 
objects, it is reserved as a ghost object. (E.g. see Abstract and associated text). In that Baisley 
discloses the method that covering the steps of: 

"receiving a set of original program segments referenced by the executable program;" 
(E.g. See col. 3:10-15, xml and UML objects); 

"identifying a set of substitute program segments associated with ones of the original set 
of program segments;" (E.g. See FIG. 5A, blk 55, attributes); 

"modifying the ones of the original set of program segments to include an exception 
inducing code;" (E.g. See Abstract); and 

"creating an association between ones of the set of original program segments and ones 
of the set of substitute program segments." (Eg. See FIG. 6); 

Baisley teaches "modifying the ones of the original set of program segments" (E.g. See 
FIG. 8B, blk 100). Baisley does not explicitly disclose including an exception inducing code. 
However, Campbell teaches "modifying the ones of the original set of program segments to 
include an exception inducing code" (E.g. See col. 5:54-67, fault induction code). Therefore, it 
would have been obvious for one of ordinary skill in the art at the time the invention was made 
to incorporate the teaching of Campbell to induce a more uniform distribution of exceptions for 
all routines into Baisley' s system. The modification would have been obvious because one of 
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ordinary skill in the art would have been motivated so that the system is able to ensure proper 
exception handling by all routines. 

As per Claim 2, the rejection of claim 1 is incorporated and further Baisley teaches 
"determining a condition under which a particular substitute program segment will not be 

executed in place of an associated original program segment ." (E.g. see col. 7: 15-20, for exclude 

see "reserved") 

As per Claim 6, the rejection of claim 1 is incorporated and further Baisley teaches 
"building a table entry including a called original program segment reference (E.g. see 

FIG. 4, blk 36 ) and a substitute program segment reference. (E.g. see FIG. 4, blk 38) " (E.g. see 

col 3:15-20). 

As per Claim 7, the rejection of claim 6 is incorporated and further Baisley teaches 
"the called original program segment reference comprises an address (E.g. see FIG. 4 
and col. 3:47-50, which states "... map in memory . . ."). 

As Per Claim 8, the rejection of claim 6 is incorporated and further Baisley teaches 
"storing a portion of the original program segment replaced by the code in table entry. (E.g. see 
Baisley col. 3: 15-20") ". Baisley does not explicitly disclose including an exception inducing 
code. However, Campbell teaches "modifying the ones of the original set of program segments 
to include an exception inducing code" (E.g. See col. 5:54-67, fault induction code). Therefore, 
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it would have been obvious for one of ordinary skill in the art at the time the invention was made 
to incorporate the teaching of Campbell to induce a more uniform distribution of exceptions for 
all routines into Baisley' s system. The modification would have been obvious because one of 
ordinary skill in the art would have been motivated so that the system is able to ensure proper 
exception handling by all routines. 

As per Claim 9, the rejection of claim 6 is incorporated and further Baisley teaches 
"storing a condition description specifying a program execution state (E.g. see FIG. 4, bik 
47) under which a substitute program segment will not be executed in place of an associated 
called original program segment." (E.g. see col. 7:15-20, for not be executed, see "reserved"). 

As per Claim 10, the rejection of claim 1 is incorporated and further Baisley teaches 
"searching (E.g. see FIG. 5A, step 53, traversal) a program modification database 

including a set of identified programs (E.g. see FIG. 4, blk 37, 41) and corresponding substitute 

program segments. (E.g. see FIG. 4, blk 36, 39)". 

As per Claim 1 1, the rejection of claim 1 is incorporated and further Baisley teaches 

"loading an executable program into active process space;" (E.g. see col. 8:19-35); 

"identifying an in-memory patch within the program modification database 
corresponding to the executable program;" (E.g. see FIG. 4, blk 38, GHOST OBJECT ID) and 

"inserting an in-memory patch within the executable program residing in the active 
process space." (E.g. see FIG 4, blk 38, GHOST OBJECT ID; and col. 3 : 1 5-20). 
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As per Claim 12, Baisley teaches 

"loading, for execution, a copy of the executable program in active process space;" (E.g. 
see col. 8:19-35); 

"identifying a set of modifications corresponding to the executable program;" (E.g. see 
FIG. 4, blk 38, GHOST OBJECT ID) and 

"modifying the copy of the executable program in active process space to include an 
exception inducing code, wherein the exception inducing code initiates execution of a handling 
routine for determining and executing at least a corresponding one of the set of modifications." 

Baisley teaches "modifying the the executable program in active process space" (E.g. See 
FIG. 8B, blk 100). Baisley does not explicitly disclose including an exception inducing code, 
wherein the exception inducing code initiates execution of a handling routine for determining 
and executing at least a corresponding one of the set of modifications. However, Campbell 
teaches "modifying the ones of the original set of program segments to include an exception 
inducing code, wherein the exception inducing code initiates execution of a handling routine for 
determining and executing at least a corresponding one of the set of modifications." (E.g. See 
col. 5:54-67, fault induction code). Therefore, it would have been obvious for one of ordinary 
skill in the art at the time the invention was made to incorporate the teaching of Campbell to 
induce a more uniform distribution of exceptions for all routines into Baisley' s system. The 
modification would have been obvious because one of ordinary skill in the art would have been 
motivated so that the system is able to ensure proper exception handling by all routines. 
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As per Claim 20, is the computer-readable medium claim corresponding to the method 
claim 1 and is rejected under the same reason set forth in connection of the rejection of claim 1. 
Further Baisley discloses machine-readable storage medium. (E.g. see col. 8:19-35). 

As per Claims 21, 25 and 29-30, the rejection of claim 20 are incorporated and are 
rejected under the same reason set forth in connection of the rejection of claims 2,6 and 10-11 
respectfully. 

As per Claims 26-28, the rejection of claim 25 are incorporated and are rejected under the 
same reason set forth in connection of the rejection of claims 7-8 respectfully. 

As per Claim 38, Baisley teaches 

"a program modification database for storing a set of substitute program segments 
associated with ones of the original set of program segments;" (E.g. see FIG. 2, blk 15, 
REPOSITORY); 

"a program loader for installing a copy of the executable program into an active process 
space;" (E.g. see FIG. 2, blk 20, and col 5:27-42); 

"a substitution list (E.g. see FIG. 4, blk 35, 39) including entries describing an 
association between ones of the set of original program segments (E.g. see FIG. 4, blk 37, 41) 
and ones of the set of substitute program segments. (E.g. see FIG. 4, blk 38, 42)" 

Baisley teaches "a program code modifier for altering, within the active process space, 
the ones of the original set of program segments" (E.g. See FIG. 8B, blk 100). Baisley does not 
explicitly disclose including an exception inducing code. However, Campbell teaches 
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"modifying the ones of the original set of program segments to include an exception inducing 
code" (E.g. See col. 5:54-67, fault induction code). Therefore, it would have been obvious for 
one of ordinary skill in the art at the time the invention was made to incorporate the teaching of 
Campbell to induce a more uniform distribution of exceptions for all routines into Baisley's 
system. The modification would have been obvious because one of ordinary skill in the art 
would have been motivated so that the system is able to ensure proper exception handling by all 
routines. 

As per Claim 39, the rejection of claim 38 is incorporated and is rejected under the same 
reason set forth in connection of the rejection of claim 2. 

As per Claim 43, the rejection of claim 38 is incorporated and further Baisley teaches 
"individual entries within the substitution list included a called original program segment 

reference (E.g. see FIG. 4, blk 37, 41) and a substitute program segment reference. (E.g. see FIG. 

4, blk 38, 42)". 

As per Claim 44, the rejection of claim 43 is incorporated and is rejected under the same 
reason set forth in connection of the rejection of claim 8. 

As per Claim 45, the rejection of claim 38 is incorporated and further Baisley teaches 
"an in-memory patch within the program modification database corresponding to the 
executable program;" (E.g. see FIG. 4, blk 38, GHOST OBJECT ID) and 
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"an in-memory patching function for inserting the in-memory patch within the executable 
program residing in the active process space" (E.g. see FIG. 4, blk 38, GHOST OBJECT ID; 
and col. 3:15-20). 



5. Claims 3-5, 22-24 and 40-42 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Baisley in view of Campbell further in view of Richter. 

As Per Claim 3, the rejection of claim 1 is incorporated and further Baisley and Campbell 
teach program interface (E.g. see Baisley, FIG.2 blk 20). Baisley and Campbell do not explicitly 
disclose the substitute program segments comprise functions. However, Richter teaches "the 
substitute program segments comprise functions" (E.g. See page 795, last line, company's 
ExitProcess replacement function.) and (E.g. see page 796, API Hooking by Overwriting Code, 
step 1). Therefore, it would have been obvious for one of ordinary skill in the art at the time the 
invention was made to incorporate the teaching of Richter to induce a more uniform distribution 
of exceptions for all routines into system of Baisley and Campbell. The modification would 
have been obvious because one of ordinary skill in the art would have been motivated to use 
company's ExitProcess replacement function so that the company's DLLs perform all of its 
cleanup successfully and then call the operating system ExitProcess to clean up all DLLs. 

As Per Claim 4, the rejection of claim 3 is incorporated and further Baisley and Campbell 
teach program interface (E.g. see Baisley, FIG.2 blk 20). Baisley and Campbell do not explicitly 
disclose the functions comprise application program interfaces. However, Richter teaches "the 
functions comprise application program interfaces." (E.g. See page 795, last line, company's 
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ExitProcess replacement function.) and (E.g. see page 796, API Hooking by Overwriting Code, 
see API). Therefore, it would have been obvious for one of ordinary skill in the art at the time 
the invention was made to incorporate the teaching of Richter to induce a more uniform 
distribution of exceptions for all routines into system of Baisley and Campbell. The 
modification would have been obvious because one of ordinary skill in the art would have been 
motivated to use company's ExitProcess replacement function so that the company's DLLs 
perform all of its cleanup successfully and then call the operating system ExitProcess to clean up 
all DLLs. 

As Per Claim 5, the rejection of claim 4 is incorporated and further Baisley and Campbell 
teach program interface (E.g. see Baisley, FIG.2 blk 20). Baisley and Campbell do not explicitly 
disclose the application program interfaces are part of an operating system. However, Richter 
teaches "the application program interfaces are part of an operating system." (E.g. See page 795, 
3 rd paragraph, operating system's ExitProcess function.) and (E.g. see page 796, API Hooking by 
Overwriting Code, step 1, kernel32.dll). Therefore, it would have been obvious for one of 
ordinary skill in the art at the time the invention was made to incorporate the teaching of Richter 
to induce a more uniform distribution of exceptions for all routines into system of Baisley and 
Campbell. The modification would have been obvious because one of ordinary skill in the art 
would have been motivated to use company's ExitProcess replacement function so that the 
company's DLLs perform all of its cleanup successfully and then call the operating system 
ExitProcess to clean up all DLLs. 
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As per Claims 22-24, the rejection of claim 20 is incorporated and and are rejected under 
the same reason set forth in connection of the rejection of claims 3-5 respectfully. 

As per Claims 40-42, the rejection of claim 38 are incorporated and are rejected under the 
same reason set forth in connection of the rejection of claims 3-5 respectfully. 



examiner should be directed to Kuo-Liang J Tang whose telephone number is 703-305-4866. 
The examiner can normally be reached on M-F 8:30 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Tuan Q Dam can be reached on 703-305-4552. 
Any response to this action should be mailed to: 
Commissioner of Patents and Trademarks 
Washington, D C. 20231 



Conclusion 
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(703) 872-9306. 






Software Engineer Patent Examiner 



